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Description of BLAKE

BLAKE Overview

m Designed by Aumasson et al.

m One of the 14 second round SHA-3 candidates
m HAIFA structure

m Local wide-pipe compression function

Permutation
Hi_1 keyed by M P—He

T T, T TS

m BLAKE-32: 32-bit word, 512-bit state, 10 rounds, 256-bit digest
m BLAKE-64: 64-bit word, 1024-bit state, 14 rounds, 512-bit digest
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Description of BLAKE

BLAKE’s Permutation

Vo Vi V2 V3
V4 Vs Ve V7
Vg Vg Vip Vi1
Viz Viz Via Vis
1 round =1 column step followed by 1 diagonal step
Reuse the permutation of ChaCha stream cipher, based on G

transform
M; @ K M @ K
al 0 u% 0 u% al
? >P-P1z) D WF
c| £ £ c|
? $-Picy S8y F
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Description of BLAKE

BLAKE’s Permutation

Vo Vi1
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Ve
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Description of BLAKE

BLAKE’s Permutation

Vo Vi
Vg Vg
Vg Vg
Viz Via
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Ve

V1o
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Round-Reduced Near-Collisions
Impossible Differentials
Invertibility and Preimage Attacks
More Results

Results

\YETRRES IS

m Round-Reduced Near-Collisions up to 4 Rounds for
BLAKE-32

m 5/6-Round Impossible Differentials for BLAKE-32/64
m Improved Preimage Attack on 1.5-Round
m More bounds
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Round-Reduced Near-Collisions
Impossible Differentials
Invertibility and Preimage Attacks

Results

More Results

Linearization for BLAKE-32

m A = 0x88888888, invariant w.r.t. rotation by 4
m Linearization: replace addition by xor
m No-difference goes through >> 7

M; @ K; M & K
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Round-Reduced Near-Collisions
Impossible Differentials
Invertibility and Preimage Attacks
More Results

Results

Linearization - linearized G

m A = 0x88888888, invariant w.r.t. rotation by 4
m Linearization: replace addition by xor
m No-difference goes through >> 7

M @ K; M @ K
a PP & % C+D a
b D S b
c D D C
d D S d
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Round-Reduced Near-Collisions
Impossible Differentials
Invertibility and Preimage Attacks
More Results

Results

4-Round Near Collisions for BLAKE-32

® Rounds 6 -9
m 1.5 rounds for free using message modification
m Time Complexity: 242, with negligible memory
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Round-Reduced Near-Collisions
Impossible Differentials
Invertibility and Preimage Attacks
More Results

Results

Impossible Differentials

Miss-in-the-Middle:
proof by contradiction that (o« — ) can not occur,

prob 1 5 KProb-t prob.1

— 0 #

J.-P. Aumasson, J. Guo, S. Knellwolf, K. Matusiewicz, W. Meier Differential and Invertibili



Round-Reduced Near-Collisions
Impossible Differentials
Invertibility and Preimage Attacks

Results

More Results

Probability 1 Differential - 1st
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A =0x800...00, prob=1
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More Results

Probability 1 Differential - 2nd
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Round-Reduced Near-Collisions
Impossible Differentials
Invertibility and Preimage Attacks

Results

More Results

Probability 1 Differential - 3rd

M @ K M @ K
2 b & a
b P23 G573 b |
N 2 e N
d i &5 d

A =0x800...00, prob=1
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Round-Reduced Near-Collisions
Impossible Differentials
Invertibility and Preimage Attacks

Results

More Results

5-round impossible differential for BLAKE-32

Apply miss-in-the-middle to BLAKE-32:

]
2.5 rounds

prob.=1 -
[

]
2.5 rounds

H prob.=1
[ ]

m Start with A = 0x800...00 in v; and M,
m Differences after 2.5 rounds DO NOT match
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Round-Reduced Near-Collisions
Impossible Differentials

Results Invertibility and Preimage Attacks

More Results

6-round impossible differential for BLAKE-64

Apply miss-in-the-middle to BLAKE-64:

- —
3 rounds

prob.=1

I 3 rounds

prob.=1

m Start with A = 0x800...00 in v, and M,
m Differences after 3 rounds DO NOT match
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Round-Reduced Near-Collisions
Impossible Differentials
Invertibility and Preimage Attacks
More Results

Results

Inverting G

M; @ K; M @ K;
(o |- o - 3|
b Be ST 534D
5 el Io
d D—bTEY« Degayes d

Compute two words without knowing the message!
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Round-Reduced Near-Collisions
Impossible Differentials
Invertibility and Preimage Attacks
More Results

Results

Inverting the Permutation

From output, get 8 words of intermediate state for free.

Vo V1 Vo V3
V4 V5 Vg V7
Vg Vg Vio Vi1
Viz Vi3 Vig Vis
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Inverting the Permutation

From output, get 8 words of intermediate state for free.

Vo V1 Vo V3

V4 V5 Vg V7

Vg Vg Vip Vi1

Viz Vi3 Vig Vis
Determine rest state words in forward direction from input,
followed by all message words.
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Inverting the Permutation

From output, get 8 words of intermediate state for free.

Vo V1 Vo V3
V4 V5 Vg V7
Vg Vg Vio Vi1
Viz Vi3 Vig Vis

Determine rest state words in forward direction from input,

followed by all message words.
This applies to 1.5-round, but a bit more complicated ...
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Results

Inverting the Permutation

From output, get 8 words of intermediate state for free.

Vo Vi V2 V3
V4 V5 Vg V7
Vg Vg Vip Vi1
Viz Vi3 Vig Vis
Determine rest state words in forward direction from input,

followed by all message words.
This applies to 1.5-round, but a bit more complicated ...

m 1 and 1.5-round are permutation of message

m Preimage attacks on 1.5-round, in 2128/2256 for
BLAKE-32/64, compared with 2192/2384 (Lj & Xu, eprint
2009/238)
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Round-Reduced Near-Collisions
Impossible Differentials
Invertibility and Preimage Attacks
More Results

Results

More Results

m Large class of 2-round impossible differentials

m Conjecture on maximum 5-round against the MitM
preimage attack. Refer to free-start (without Initialization)
4.5-round attack by Wang-Ohta-Sakiyama at Asiacrypt
2009 rump session

m Collision in 2"/# for the variant with same constants.

m More bounds on probability of any differential
characteristics
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Conclusions

Results and Future Work

Results:
m 2*? 4-round near collisions
m Impossible differentials for 5/6-rounds

m 2128/2256 preimages for 1.5-round BLAKE-32/64
m More bounds ...

None of these threat the full BLAKE.
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Conclusions

Results and Future Work

Results:
m 2*? 4-round near collisions
m Impossible differentials for 5/6-rounds
m 2128/2256 preimages for 1.5-round BLAKE-32/64
m More bounds ...
None of these threat the full BLAKE.

Future Work:
m Nonlinear connector for collision with more rounds?

m Rotational Cryptanalysis? Too many constants to be
successful?

m More properties of G?
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Conclusions

End of Talk

Thank You!

ifferential and Invertibility P ties of BLAKE
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